ACORD

INTRE

GUVERNUL ROMANIEI

SI

CABINETUL DE MINISTRI AL UCRAINEI

PRIVIND PROTECTIA RECIPROCA

A INFORMATIILOR CLASIFICATE




S

Guvernul Romaniei si Cabinetul de Ministri al Ucrainei, denumite in
continuare “Partile”,

in scopul asigurarii protectiei Informatiilor Clasificate, generate in comun
sau schimbate intre Parti direct sau prin intermediul autoritatilor publice
si/sau al altor persoane juridice, cdt §i in cadrul activitatilor care sunt in
responsabilitatea Autoritatilor Competente de Securitate ale Partilor,

Au convenit urmatoarele;

ARTICOLUL 1
DOMENIUL DE APLICARE

Prezentul Acord va sta la baza schimbului de Informatii Clasificate intre
Pirti, direct sau prin intermediul autorititilor publice sau al altor persoane
juridice, cat si la baza generarii in comun a unor astfel de informatii.

Prezentul Acord nu va afecta obligatiile asumate de fiecare Parte prin alte
acorduri internationale si nu va fi folosit impotriva intereselor, securititii
si integritatii teritoriale ale altor State.

ARTICOLUL 2
DEFINITII

In sensul prezentului Acord:

Informatii Clasificate inseamna:

orice informatie, indiferent de forma sa fizica, modalitatea de transmitere
si modul de inregistrare, céreia i s-a atribuit un anumit nivel de clasificare
de securitate in conformitate cu legislatia nationald si care va fi protejata
corespunzator,

Marcaj al Clasificarii de Securitate inseamna:
marcaj ce indicd nivelul clasificarii de securitate atribuit unei Informatii
Clasificate in conformitate cu legislatia nationald a Partilor;

Contract Clasificat inseamna:
acord sub orice formad incheiat intre autoritatile publice si/sau alte
persoane juridice din Statele Partilor si care contine Informatii Clasificate;
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Parte Emitenta inseamna:
autoritate publica sau altd persoand juridica din Statul Partii care emite si
transmite Informatii Clasificate;

Parte Primitoare inseamna:
autoritate publicd sau altd persoani juridicd a Statului Partii care primeste
informatii clasificate ale Partii Emitente;

Incident de Securitate inseamna:

actiune sau omisiune contrard reglementdrilor nationale de securitate care
are ca rezultat Compromiterea efectivd sau posibilda a Informatiilor
Clasificate;

Compromiterea Informatiei Clasificate inseamna:

situatie in care - datoritd unui Incident de Securitate sau-unei activitati
ostile (precum spionaj, act de terorism sau furt) - Informatiile Clasificate
si-au pierdut confidentialitatea, integritatea sau disponibilitatea ori atunci
cind serviciile §i resursele conexe si-au pierdut integritatea sau
disponibilitatea. Aceasta include pierderea, dezviluirea partiala sau totala,
modificarea si distrugerea neautorizate sau repudierea serviciului;

Certificat de Securitate a Personalului inseamna:

document emis in conformitate cu legislatia nationala a Partilor si care
atestd faptul c&, in indeplinirea sarcinilor de serviciu, detindtorul este
autorizat si aibd acces la Informatii Clasificate de un anumit nivel de
clasificare de securitate, in conformitate cu principiul ,Necesitatea de a
Cunoagste”;

Necesitatea de a Cunoaste inseamna:

principiu conform céruia accesul la Informatii Clasificate poate fi acordat
in mod individual numai persoanelor care, pentru indeplinirea indatoririlor
de serviciu, trebuie sd aiba acces la astfel de informatii;

Autoritate Competentd de Securitate inseamna:

institutia nvestitd cu autoritate la nivel national i care, conform
legislatiilor nationale ale Partilor, asigurd implementarea masurilor de
protectie a Informatiilor Clasificate. Aceste autoritdti sunt mentionate la
art. 3.




3 ARTICOLUL 3
AUTORITATILE COMPETENTE DE SECURITATE
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Autoritatile Competente de Securitate ale Partilor sunt:

In Rominia In Ucraina

Guvernul Romaniei

Oficiul Registrului National al Serviciul de Securitate al
Informatiilor Secrete de Stat Ucrainei

Str. Mures nr.4 Str. Volodymyrska nr.33
Bucuresti | Kiev

ROMANIA UCRAINA

1

Autorititile Competente de Securitate isi vor furniza reciproc, la
cerere, informatii privind organizarea si procedurile lor de securitate.
In acest sens, Autorititile Competente de Securitate vor conveni asupra
unor vizite reciproce.

3. Autoritdtile Competente de Securitate se vor informa reciproc cu
privire la orice modificari survenite in denumirile lor sau in legatura cu
orice transfer al competentei acestora catre alte autoritati.

ARTICOLUL4
ECHIVALENTA MARCAJELOR CLASIFICARII DE SECURITATE

1.  Partile au stabilit urmatoarea echivalentd a Marcajelor nationale ale
Clasificarii de Securitate:

Pentru Romania Pentru Ucraina Echivalentul " limba
» engleza
STRICT SECRET DE
IMPORTANTA Oco611BoI BaXIHBOCTI TOP SECRET
DEOSEBITA
STRICT SECRET LlinkoM TaeMHO SECRET
SECRET TaemHo CONFIDENTIAL
'SECRET DE Hns cnyx6oBoro
SERVICIU KOPHUCTYBaHHS RESTRICTED

2. Fiecare Parte va marca toate Informatiile Clasificate primite de la cealalta
Parte cu Marcajul national al Clasificarii de Securitate corespunzator, in
conformitate cu echivalenta stabilitd in alin.(1) al prezentului articol.
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ARTICOLULS
PROTECTIA INFORMATIILOR CLASIFICATE

in conformitate cu legislatia nationald proprie, Partile vor lua masurile
adecvate pentru protectia Informatiilor Clasificate transmise, primite,
produse sau elaborate ca rezultat al oricdrui acord, sub orice forma,
incheiat intre autorititile publice si/sau alte persoane juridice din Statele
Partilor. Partile vor acorda tuturor Informatiilor Clasificate primite sau
produse in comun acelasi nivel de protectie ca cel prevazut pentru
Informatiile Clasificate nationale ce poartd Marcajul corespunzitor al
Clasificdrii de Securitate, in conformitate cu alin. (1), articolul 4 al
prezentului Acord.

Partea Primitoare nu va atribui Informatiilor Clasificate primite un nivel
de clasificare de securitate mai scdzut si nici nu le va declasifica fard
acordul prealabil scris al Autoritatii Competente de Securitate din Statul
Partii Emitente. Partea Emitentd va informa Partea Primitoare asupra
oriciror modificdri survenite in nivelul de clasificare de securitate a
Informatiilor Clasificate transmise.

Toate multiplicérile Informatiilor Clasificate vor fi marcate cu aceleasi
Marcaj al Clasificarii de Securitate ca si Informatiile Clasificate originale
si vor fi protejate corespunzitor. Numarul multiplicarilor se va limita la
numdirul necesar scopurilor oficiale.

Informatiile Clasificate primite marcate cu Marcajul Clasificarii de
Securitate STRICT SECRET DE IMPORTANTA
DEOSEBITA / "Ocobnupoi  Baxmusocti" / TOP  SECRET vor fi
multiplicate sau traduse numai cu acordul prealabil scris al Pértii
Emitente.

Informatiile Clasificate marcate cu Marcajul Clasificarii de Securitate
SECRET/ TAEMHO / CONFIDENTIAL sau STRICT SECRET /
"Iinkom TaemHo" / SECRET pot fi distruse numai cu acordul prealabil
scris al Partii Emitente sau la cererea acesteia, in conformitate cu legislatia
nationala a Péartii Primitoare, astfel incat sa fie imposibild reconstituirea
totald sau partiala a acestora. Informatiile STRICT SECRET DE
IMPORTANTA DEOSEBITA / "Oco6nuBoi asuusocTi" / TOP SECRET
nu vor fi distruse ci vor fi returnate Partii Emitente.

Partea Primitoare va informa Partea Emitentd cu privire la distrugerea
Informatiilor Clasificate.
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In cazul unui pericol iminent, Informatiile Clasificate vor fi distruse fira o
autorizare prealabila. Autoritatea Competentd de Securitate a Partii
Emitente va fi informata imediat despre aceasta situatie.

Accesul la Informatiile Clasificate primite in baza prezentului Acord este
permis, cu respectarea principiului ,,Necesitatea de a Cunoagte”, numai
persoanelor care detin Certificat de Securitate a Personalului echivalent cu
nivelul de clasificare de securitate al informatiilor pentru care se solicita
accesul sau persoanelor care au fost autorizate in conformitate cu

-dleglslapa naponalaﬁ e
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Niciuna dintre Pérti nu va transmite unui tert Informatiile Clasificate
primite, fara acordul prealabil scris al Autoritatii Competente de Securitate
din Statul Partii Emitente. Prezentul Acord nu va fi invocat de niciuna
dintre Parti in scopul obtinerii Informatiilor Clasificate primite de cealaltd
Parte de la un tert.

ARTICOLUL 6
CERTIFICATUL DE SECURITATE A PERSONALULUI

Certificatul de Securitate a Personalului va fi acordat in urma verificéarii
de securitate efectuate in conformitate cu legislatia nationald a fiecarei
Parti.

La cerere, in conformitate cu legislatia nationald proprie, Autoritdtile
Competente de Securitate din Statele Partilor i1 vor acorda asistentd
reciprocd la procedurile de vetting privind emiterea Certificatelor de
Securitate a Personalului si a certificatelor de securitate industriald. In
acest sens, se pot conveni aranjamente specifice intre Autoritdtile
Competente de Securitate din Statele Partilor.

Partile vor recunoaste reciproc Certificatele de Securitate a Personalului si
certificatele de securitate industriald emise in conformitate cu legislatiile
nationale proprii.

in cadrul implementdrii prezentului Acord, Autorititile Competente de
Securitate se vor informa reciproc asupra oriciror modificari ale
Certificatelor de Securitate a Personalului si certificatelor de securitate
industriald, in special asupra cazurilor de retragere a acestora.
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ARTICOLUL 7
VIZITE

Vizitele ce implica acces la Informatii Clasificate sau in incintele unde se
elaboreazd, se gestioneaza sau se stocheazd astfel de informatii sau unde
se desfagoara activitafi ce presupun Informatii Clasificate vor fi autorizate
de catre o Parte pentru vizitatorii din Statul celeilalte Parti numai dupa
obtinerea aprobdrii prealabile scrise a Autoritatii Competente de Securitate
din Statul Partii gazda. Aceasta aprobare va fi acordatd numai persoanelor
care detin Certificate de Securitate a Personalului §i respectd principiul
.Necesitatea de a Cunoaste”.

Vizitele vor fi anuntate cu douidzeci (20) de zile lucritoare in avans.

In situatii urgente, cererea de vizitd poate fi transmisa ulterior, dar cu
minimum cinci (5) zile lucrdtoare inainte de vizita propriu-zisa.

Cererea de vizitd va cuprinde:

a. Numele si prenumele vizitatorului, locul si data nasterii, cetatenia,
numdrul pasaportului sau a documentului de identitate;

b. Denumirea institutiei, companiei sau organizatiel pe care o reprezinté
sau de care apartine vizitatorul;

c. Denumirea si adresa institutiel, companiei sau organizatiei ce
urmeaza sa fie vizitata;

d. Confirmarea Certificatului de Securitate a Personalului sau a
autorizatiei vizitatorului;

e. Obiectivul si scopul vizitei sau vizitelor;

f  Data si durata estimati a vizitei/vizitelor solicitati/e. In cazul unor
vizite periodice se va specifica perioada totald acoperitd de vizite;

g. Denumirea si numdirul de telefon al punctului de contact al
institutiei/obiectivului ce urmeaza a fi vizitat, contactele anterioare si
orice alte informatii utile pentru stabilirea motivului vizitei sau
vizitelor;

h. Data, semnitura si stampila oficiala a Autoritatii Competente de
Securitate.

Autoritatea Competentd de Securitate din Statul Partii gazda va informa
functionarii de securitate ai institutiei, obiectivului sau organizatiei care
urmeaza sd fie vizitatd cu privire la datele persoanelor confirmate pentru
Vizita.




In cazul unor vizite periodice valabilitatea autorizatiilor de vizitd nu va
depasi doudsprezece (12) tuni.

Fiecare Parte va garanta protectia datelor personale ale vizitatorilor in
conformitate cu legislatia nationald proprie.

ARTICOLUL S8
CONTRACTE CLASIFICATE

in cazul in care una dintre Parti intentioneazi si incredinteze un Contract
Clasificat ce urmeazd a se derula pe teritoriul Statului celeilalte Parti,
Partea Primitoare isi va asuma responsabilitatea protejarii Informatiilor
Clasificate referitoare la contract, in conformitate cu legislatia nationala
proprie. .

Inainte ca Partea Emitenti si transmiti Informatii Clasificate unei
autorititi publice si/sau unei alte persoane juridice a Statului celeilalte
Parti, Autoritatea Competenta de Securitate a Partii Primitoare:

a. Va confirma faptul ca respectiva autoritate publicd si/sau altd
persoana juridicd are dreptul de a gestiona Informatii Clasificate sau
va acorda un certificat de securitate industriala in conformitate cu
legislatia nationala;

b. Va confirma faptul ca intregul personal care, prin atributiile sale,
necesitd acces la Informatii Clasificate, a primit, in conformitate cu
legislatia nationald, Certificate de Securitate a Personalului
corespunzitoare nivelului Clasificarii de Securitate al Informatiilor.

Partile se vor asigura cd@ fiecare Contract Clasificat contine o anexa de

securitate corespunzitoare ce cuprinde:

a. O lista a Informatiilor Clasificate ce urmeazd a fi transmise sau
generate in baza Contractului Clasificat impreuna cu marcajele lor de
securitate;

. Cerinte speciale privind stocarea Informatiilor Clasificate;

c. Procedura pentru comunicarea modificéarilor survenite in nivelul
clasificarii de securitate al Informatiilor Clasificate;

d. Canale de comunicare §i mijloace de transmitere electromagnetici;

e. Procedura de transmitere;

f.  Obligatia de a informa asupra oricirei Compromiteri efective sau
posibile a Informatiilor Clasificate;

g. Proceduri de solutionare a diferendelor.
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Proceduri detaliate privind Contractele Clasificate pot fi elaborate si
convenite intre Autoritdtile Competente de Securitate din Statele Partilor.

ARTICOLUL9
TRANSMITEREA INFORMATIILOR CLASIFICATE

Informatiile Clasificate vor fi transmise prin curier diplomatic/militar sau
prin alte mijloace convenite de Autoritatile Competente de Securitate.
Partea Primitoare va confirma in scris Partii Emitente primirea
Informatiilor Clasificate.

Dacéd existd un volum mare de Informatii Clasificate ce trebuie transmis,
Autoritatile Competente de Securitate pot conveni si aproba reciproc
modalitdtile de transmitere i masurile de securitate pentru fiecare caz in
parte. T

Schimbul de Informatii Clasificate prin intermediul mijloacelor
electromagnetice se va realiza potrivit procedurilor de securitate stabilite
prin aranjamente reciproce de cétre Autoritatile Competente de Securitate,
in conformitate cu legislatia nationala.

ARTICOLUL 10
INCIDENTE DE SECURITATE SI
COMPROMITEREA INFORMATIILOR CLASIFICATE

in situatia producerii unui Incident de Securitate, Autoritatea Competent
de Securitate din Statul Partii Primitoare va informa Autoritatea
Competentd de Securitate din Statul Partii Emitente, va asigura
investigatia de securitate adecvata a acestui caz si va lua masurile necesare
in vederea limitdrii consecintelor, in conformitate cu legislatia nationala.
Daca este necesar, Autoritdtile Competente de Securitate vor coopera la
investigatie.

in cazul in care Compromiterea Informatiilor Clasificate s-a produs pe
teritoriul unui Stat tert, Autoritatea Competentd de Securitate din Statul
Pértii care transmite informatiile va informa Autoritatea Competenta de
Securitate din Statul Partii Emitente, va sprijini investigatia de securitate a
acestui caz §i va lua masurile necesare pentru limitarea consecintelor, in
conformitate cu legislatia nationala.
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Dupi finalizarea investigatiei, Autoritatea Competentd de Securitate din
Statul in care s-a produs Compromiterea sau o posibilda Compromitere a
Informatiilor Clasificate va informa imediat, in scris, Autoritatea
Competenta de Securitate din Statul celeilalte Parti asupra constatérilor si
concluziilor investigatiei.

ARTICOLUL 11
SOLUTIONAREA DIFERENDELOR

Orice diferend privind interpretarea sau aplicarea prezentului Acord va fi
solutionat prin negocieri intre Pari i nu va fi deferit unui tert pentru
solutionare.

ARTICOLUL 12
CHELTUIELI

Fiecare Parte va suporta in mod individual posibilele costuri legate de
aplicarea prezentului Acord, in conformitate cu legislatia nationala
proprie.

ARTICOLUL 13
ASISTENTA RECIPROCA

Fiecare Parte va acorda asistenta personalului din Statul celeilalte Parti in
aplicarea si interpretarea dispozitiilor prezentului Acord.

Dacd este necesar, Autoritdtile Competente de Securitate din Statele
Partilor se vor consulta reciproc in baza unei cereri scrise.

Autoritdtile Competente de Securitate din Statele Partilor se vor informa
reciproc asupra oricdror modificari ale legislatiei nationale In domeniul
protectiei Informatiilor Clasificate care ar putea afecta aplicarea
dispozitiilor prezentului Acord.

ARTICOLUL 14
DISPOZITII FINALE

Prezentul Acord este incheiat pe o perioada nedeterminati si este supus
aprobarii in conformitate cu legislatiile nationale ale Partilor.
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Prezentul Acord va intra in vigoare 1n prima zi din a doua lund dupd
primirea ultimei notificari intre Parti prin care se mentioneaza ca au fost
indeplinite procedurile interne legale necesare intrarii in vigoare a
prezentului Acord.

Fiecare Parte are dreptul si denunte prezentul Acord in orice moment. in
astfel de cazuri valabilitatea Acordului va inceta dupa 6 (sase) luni de la
data la care notificarea de denuntare a fost trimisa celeilalte Parti.

Fara a tine cont de denuntarea prezentului Acord, toate Informatiile
Clasificate furnizate in baza acestuia vor continua si fie protejate in
conformitate cu prevederile stabilite in acest Acord.

Prezentul Acord poate fi amendat pe baza acorduliii reciproc al Partilor.
Amendamentele vor intra in vigoare in conformitate cu prevederile alin.

Q).

Fiecare Parte va notifica prompt cealaltd Parte asupra oriciror modificari
intervenite in legislatia §i reglementérile nationale care ar putea afecta
protectia Informatiilor Clasificate in baza prezentului Acord. In acest caz,
Partile se vor consulta reciproc pentru a analiza posibilele modificari ale
acestui Acord. In tot acest timp, Informatiile Clasificate vor continua si

fie protejate asa cum s-a stabilit in prezentul Acord, dacd nu se solicitd

altfel, in scris, de citre Partea Emitenta.

Semnat la Bucuresti la 22 octombrie 2013, in doud exemplare originale, fiecare
in limbile roména, ucraineana si englezi, toate textele fiind egal autentice. In caz
de diferente In interpretare, textul in limba englezi va prevala.

PENTRU PENTRU

UVERNUL ROMANIEI _~ CABINETUL DE MINISTRI AL
(A m/ UCRAINEI
e

# dHp

Prof.univ.dr. MARIUS PETRESCU VOLODYMYR PORODKO
Secretar de Stat Vicepresedintele
Directorul General Serviciului de Securitate al Ucrainei

al Oficiului Registrului National al

Informatiilor Secrete de Stat
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AGREEMENT

BETWEEN

THE GOVERNMENT OF ROMANIA

AND

THE CABINET OF MINISTERS OF UKRAINE

ON MUTUAL PROTECTION OF CLASSIFIED INFORMATION




The Government of Romania and the Cabinet of Ministers of Ukraine,
hereinafter referred to as "the Parties",

In order to ensure the protection of all Classified Information jointly
produced or exchanged between the Parties directly or through public
authorities and/or other legal entities, and within the framework of
activities which fall under the responsibility of the Competent Security
Authorities of the Parties,

Have agreed on the following:

ARTICLE 1
APPLICABILITY

This Agreement shall form the basis for any exchange of Classified
Information between the Parties directly or through the public authorities
or other legal entities or the joint production of such information.

This Agreement shall not affect the commitments taken by each Party
under other international agreements and shall not be used against the
interests, the security and the territorial integrity of other States.

ARTICLE 2
DEFINITIONS

For the purpose of this Agreement:

Classified Information means:

any information, regardless of its physical form, carrier and record mode,
to which a particular security classification level has been assigned in
compliance with national legislation and which shall be protected
accordingly;

Security Classification Marking means:

marking indicating the security classification level assigned to Classified ~

Information in accordance with national legislation of the Parties;




Classified Contract means:
an agreement in any form between public authorities and/or other legal
entities of the States of the Parties involving Classified Information;

Originating Party means:
public authority or other legal entity of the State of the Party which
originates and transfers Classified Information;

Receiving Party means:
public authority or other legal entity of the State of the Party which
receives Classified Information of the Originating Party;

Breach of Security means:
an act or an omission contrary to national security regulations, that results
in an actual or possible Compromise of Classified Information;

Compromise of Classified Information means:

a situation when — due to a Breach of Security or adverse activity (such as
espionage, act of terrorism or theft) — Classified Information has lost its
confidentiality, integrity or availability, or when supporting services and
resources have lost their integrity or availability. This includes loss, partial
or total disclosure, unauthorized modification and unauthorized
destruction or denial of service;

Personnel Security Clearance Certificate means:

a document issued in accordance with the national legislation of the
Parties certifying that, in performing his/her duties, the holder is
authorized to have access to Classified Information of a certain security
classification level, in compliance with the Need-to-Know principle;

Need-to-Know means:

a principle by which access to Classified Information may be granted
individually only to those persons who, in performing their official duties,
need to have access to such information;

Competent Security Authority means:
the institution empowered with authority at national level which, in
compliance with the national legislations of the Parties, ensures the
implementation of the protective measures for Classified Information.
Such authorities are listed in Article 3.
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ARTICLE 3

COMPETENT SECURITY AUTHORITIES

The Competent Security Authorities of the Parties are:

Classified Information
4 Mures Street
Bucharest 1
ROMANIA

Kyiv

Ukraine

In Romania In Ukraine
Government of Romania Security Service of Ukraine
National Registry Office for Volodymyrska St., 33

The Competent Security Authorities shall provide each other, upon
request, with information about their security organization and
procedures. To this end, the Competent Security Authorities shall agree

on mutual visits.

The Competent Security Authorities shall notify each other any
changes of their names or any transfer of their competence to other

authorities.

ARTICLE 4

EQUIVALENCE OF SECURITY CLASSIFICATION MARKINGS

The Parties have determined that the equivalence of the national Security
Classification Markings is as follows:

For Romania For Ukraine Engllsh. language
i Equivalent
STRICT SECRET DE
IMPORTANTA Oco611B0i BaXITHBOCTI TOP SECRET
DEOSEBITA
STRICT SECRET LlinkoMm TaeMHO SECRET
SECRET TaeMHuo CONFIDENTIAL
SECRET DE Hns cmyxboBoro
SERVICIU KOPHCTYBaHHS RESTRICTED

Each of the Parties shall mark all the Classified Information received from
the other Party with the corresponding national Security Classification
Marking according the equivalence stated in paragraph (1) of this Article.
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ARTICLE §
PROTECTION OF CLASSIFIED INFORMATION

In accordance with their national legislation, the Parties shall take
appropriate measures to protect Classified Information which is
transmitted, received, produced or developed as a result of any agreement
in any form between the public authorities and/or other legal entities of
the States of the Parties. The Parties shall ensure to all the received or
jointly produced Classified Information the same protection, as it is
provided for the national Classified Information marked with the
corresponding Security Classification Marking, according to paragraph (1)
of Article 4 of this Agreement.

The Receiving Party shall neither assign a lower security classification
level for the received Classified Information nor declassify it without the
prior written consent of the Competent Security Authority of the State of
the Originating Party. The Originating Party shall inform the Receiving
Party of any changes in the security classification level of the transferred
Classified Information.

All reproductions of Classified Information shall be marked with the same
Security Classification Marking as the original Classified Information and
shall be protected accordingly. The number of reproductions shall be
limited to that necessary for official purposes.

The received Classified Information marked with a Security Classification
Marking STRICT SECRET DE IMPORTANTA
DEOSEBITA / "OcobnuBoi  Baxnusocti"/ TOP SECRET shall be
reproduced or translated only with the prior written consent of the
Originating Party.

Classified Information marked with the Security Classification Marking
SECRET / "Taemno" / CONFIDENTIAL or STRICT SECRET / "Llinkom
taeMHO" / SECRET may be destroyed only with the prior written consent
of or at the request of the Originating Party in accordance with the
national legislation of the Receiving Party, in such a manner that its
reconstruction in whole or in part be impossible. The STRICT SECRET
DE IMPORTANTA DEOSEBITA/ "Oco6musoi BaxcnuBocti"/ TOP
SECRET information shall not be destroyed but returned to the
Originating Party.




The Receiving Party shall inform the Originating Party of the destruction
of Classified Information.

In case of an imminent danger, Classified Information shall be destroyed
without prior authorization. The Competent Security Authority of the
Originating Party shall immediately be notified about this.

Access to Classified Information received under this Agreement is
allowed, with the observance of the Need-to-know principle, only to those
individuals who have been granted a Personnel Security Clearance
Certificate equivalent to security classification level of the information for
which the access is required, or who have been authorized in accordance
with the national legislation.

None of the Parties shall release received Classified Information to a third
party without prior written consent of the Competent Security Authority of
the State of the Originating Party. This Agreement shall not be invoked by
either Party to obtain Classified Information that the other Party has
received from a third party.

ARTICLE 6
PERSONNEL SECURITY CLEARANCE CERTIFICATE

The Personnel Security Clearance Certificate shall be granted following
the security vetting procedure conducted in accordance with the national
legislation of each Party.

On request, the Competent Security Authorities of the States of the
Parties, taking into account the respective national legislation, shall assist
each other in the vetting procedures related to the issuance of the
Personnel Security Clearance Certificates and of the facility security
clearance certificates. To this end specific arrangements may be agreed
upon between the Competent Security Authorities of the States of the
Parties.

The Parties shall mutually recognize the Personnel Security Clearance
Certificates and the facility security clearance certificates issued in
accordance with their national legislations.

Within the framework of the implementation of this Agreement, the
Competent Security Authorities shall inform each other of any changes to
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the Personnel Security Clearance Certificates and to the facility security
clearance certificates, in particular of their revoke.

ARTICLE 7
VISITS

Visits involving access to Classified Information or to premises where
such information is created, handled or stored, or where activities
involving Classified Information are carried out, shall only be granted by
one Party to visitors from the State of the other Party if a prior written
permission from the Competent Security Authority of the host Party has
been obtained. Such permission shall only be granted to persens who hold
appropriate Personnel Security Clearance Certificates and have a Need-to-
Know.

Visits shall be notified twenty (20) working days in advance.

In urgent cases, the request for visit could be transmitted later, but not less
than five (5) working days before.

A request for visit shall include:

a. Visitor's first and last name, place and date of birth, nationality,
passport or identity card number;

b. Name of the establishment, company or organization he/she
represents or to which he/she belongs;

c. Name and address of the establishment, company or organization to
be visited; '

d. Confirmation of the visitor's Personnel Security Clearance Certificate
or authorization;

e. Object and purpose of the visit or visits;

f.  Expected date and duration of the requested visit or visits. In case of
recurring visits the total period covered by the visits should be stated,;

g. Name and phone number of the point of contact at the
establishment/facility to be visited, previous contacts and any other
information useful to determine the justification of the visit or visits;

h. The date, signature and stamping of the official seal of the
Competent Security Authority.

The Competent Security Authority of the State of the host Party shall
inform the security officers of the establishment, facility or organization to
be visited of data of those persons confirmed for a visit.
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In case of repeated visits the validity of visit authorizations shall not
exceed twelve (12) months.

Each Party shall guarantee the protection of personal data of the visitors
according to its national legislation.

ARTICLE 8
CLASSIFIED CONTRACTS

In the event that either Party intends to grant a Classified Contract to be
performed within the territory of the State of the other Party, the
Receiving Party will assume responsibility for the protection of Classified
Information related to the contract in accordance with its national
legislation. '

Before the Originating Party releases Classified Information to a public
authority and/or to other legal entity of the State of the other Party, the
Competent Security Authority of the State of the Receiving Party shall:

a. Confirm that the respective public authority and/or other legal entity
has the right to handle Classified Information or grant a facility
security clearance certificate in accordance with the national
legislation;

b. Confirm that all personnel whose duties require access to Classified
Information have been granted in accordance with the national
legislation Personnel Security Clearance Certificates corresponding
to the security classification level of the information.

The Parties shall ensure that every Classified Contract includes an

appropriate security annex containing:

a. A List of Classified Information to be transmitted or produced under
the Classified Contract and its Security Classification Markings;

. Special demands on storage of Classified Information;

c. Procedure for the communication of changes in the security
classification level of Classified Information;

d. Communication channels and means for electromagnetic
transmission;

e. Transmission procedure;

f.  An obligation to notify any actual or suspected Compromise of
Classified Information,;

g. Procedures for settlement of disputes.
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Detailed procedures related to Classified Contracts may be developed and
agreed between the Competent Security Authorities of the States of the
Parties.

ARTICLE 9
TRANSMISSION OF CLASSIFIED INFORMATION

Classified Information shall be transmitted by diplomatic / military
courier or by other means agreed upon by the Competent Security
Authorities. The Receiving Party shall confirm in written to the
Originating Party the receipt of Classified Information.

If a large consignment of Classified Information is to be transmitted, the
Competent Security Authorities may mutually agree on and approve the
means of transmission and security measures for each such case.

The exchange of Classified Information via electromagnetic means shall
take place in accordance with the security procedures established through
mutual arrangements by the Competent Security Authorities in accordance
with national legislation.

ARTICLE 10
BREACHES OF SECURITY
AND COMPROMISE OF CLASSIFIED INFORMATION

In case of a Breach of Security the Competent Security Authority of the
State of the Receiving Party shall inform the Competent Security
Authority of the State of the Originating Party, ensure proper security
investigation of such event and take the necessary measures to limit the
consequences, in accordance with national legislation. If required, the
Competent Security Authorities shall cooperate in the investigation.

In case the Compromise of Classified Information occurs on the territory
of a third State the Competent Security Authority of the State of the
transmitting Party shall inform the Competent Security Authority of the
State of the Originating Party, ensure assistance in the security
investigation of such event and take the necessary measures to limit the
consequences in accordance with national legislation.
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After completing the investigation, the Competent Security Authority of
the State where the Compromise or possible Compromise of Classified
Information occurred shall immediately inform in writing the Competent
Security Authority of the State of the other Party on the findings and
conclusions of the investigation.

ARTICLE 11
SETTLEMENT OF DISPUTES

Any dispute regarding the interpretation or implementation of this
Agreement shall be settled by negotiation between the Parties and shall
not be referred to any third party for settlement.

ARTICLE 12
COSTS

Each Party shall independently bear the eventual costs related to the
implementation of this Agreement in accordance with its national
legislation.

ARTICLE 13
MUTUAL ASSISTANCE

Each Party shall assist personnel from the State of the other Party in the
implementation and interpretation of the provisions of this Agreement.

Should the need arise the Competent Security Authorities of the States of
the Parties upon written request will have mutual consultations.

The Competent Security Authorities of the States of the Parties shall
inform each other of any changes to the national legislation in the sphere
of protection of Classified Information that would affect the
implementation of this Agreement provisions.

ARTICLE 14
FINAL PROVISIONS

This Agreement is concluded for an indefinite period of time and is
subject to approval in accordance with national legislations of the Parties.

10
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This Agreement shall enter into force on the first day of the second month
following the receipt of the last of the notifications between the Parties
that the internal legal procedures necessary for this Agreement to enter
into force have been completed.

Each Party has the right to terminate this Agreement at any time. In such
case the validity of the Agreement will expire after 6 (six) months
following the day on which the notification of termination was served to
the other Party.

Notwithstanding the termination of this Agreement, all Classified
Information provided pursuant to this Agreement shall continue to be
protected in accordance with the provisions set forth herein.

This Agreement may be amended on the basis of the mutual consent of the
Parties. Such amendments shall enter info force in accordance with the
provisions of paragraph (2).

Each Party shall promptly notify the other Party of any changes to its
national laws and regulations that would affect the protection of Classified
Information under this Agreement. In such case, the Parties shall consult
each other to consider possible changes to this Agreement. In the
meantime, Classified Information shall continue to be protected as
described herein, unless requested otherwise in writing by the Originating
Party.

Signed in Bucharest on 22" of October 2013, in two original copies each one in
the Romanian, Ukrainian and English languages, all texts being equally
authentic. In case of differences in the interpretation, the English text shall
prevail.

FOR THE GOVERNMENT OF

FOR THE CABINET OF MINISTERS

Bl @mﬂ@%/

MARIUS PETRESCU, Phd VOLODYMYR PORODKO
Secretary of State Deputy Chairman
Director General of the Security Service of Ukraine

of the National Registry Office
for Classified Information
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YIrojga

MIX

YPSIIOM PYMVYHII

TA

KABIHETOM MIHICTPIB YKPATHH

PO B3AEMHY OXOPOHY IH®OPMAIIII

3 OBMEXEHUM JOCTYIIOM




Vpan Pymynii ta KaGiner Minictpis ¥Ykpainu (nani — Ctoponw),

3 MeTol 3abe3nedeHHs OXOpoHH Bciel IHGopMalil 3 obMexeHHM
JIOCTYNIOM, AKa CMUIBHO CTBOPIOEThC abo OOMIH AKOI 3AIHCHIOETBCS MIXK
Ctoponamu GesnocepenHso abo uepe3 AepxkaBHi yCTaHOBM Ta/abo FOpPHIMUHI
ocobM; Ta y paMmKaX JisJIBHOCTI, siKa NiANajae Ml BiANOBIJANBHICTh
KOMIIETEHTHHX opraHis 6e3nexun CTopiH,

JOMOBHITHCS NIPO Take:

CTATTS 1
3ACTOCYBAHHSA

1. La Yrona dopMye ocHOBY isi Gyap-skoro o6MiHy indopmauico 3
0o6MeXxeHHM JOCTYIIOM, SIKHH 3aificHioeTsest Mix CtopoHaMu 6e3nocepeqHbo
abo uepe3 Hep)KaBHI OpraHH Ta iHuwi lOpuAMYHI ocobH, abo ANA CNTBHOTO
CTBOpEHHS Takoil i1HdopMauii.

2. 1ls Yrona ue BrimBac Ha 3000B's3aHHs CTOpiH, B3ATi KOXHOIO 3i
CropiH 3a IHIWKMH MDKHAPOAHMMH [OrOBOpPaMH, 1 BoHa He Oyne
BUKOPHCTOBYBATHCS MPOTH iHTEpeciB, O€3NeKn Ta TEPHTOPIATBHOI UiNICHOCTI
1HLUUX JIepXaB.

CTATTSA 2
BU3HAYEHHS TEPMIHIB

Inst winedt i€l Yroau TepMiHK BXUBAIOTHCS Y TAKOMY 3HA4YEHHI:

a) "indopmauis 3 oOMmexeHum noctynoM” — Oynb-sika iHQopmatlis,
He3aJlexHo Bia 11 ¢izuunoi GopMH, Hocis Ta criocoly 3ammcy, fAKiHA 3TiAHO 3
HalllOHATLHUM 3aKOHOJABCTBOM HANAHO BIJANOBIIHUN CTyNiHb OOMEXEHHS
JIOCTYIy Ta fKa OXOPOHAETHCS BIAMOBIAHNM YHHOM;

b) "rpud oOMexeHHs OOCTymy" — pPeKBi3WT, LIO BKa3y€ Ha CTYIiHb
oOMexeHHs JOCTyNy, HajaHuit iH@opMaulii 3 O0OMEXEeHUM JOCTYIOM
BiAMOBIAHO 0 3aKOHOJABCTBa epxaB CTOPiH;

c) "KOHTPakKT 3 oOMeXeHUM focTyrnoM" — norosip y Oyne-skiii dopmi
MDK JiepaBHHMHM OpraHaMy Ta/ab0 iHIUMMH IOpDUIHYHUMH OCODaMH JepiKas
CTopin, Wo crocyeTbes iHGOpMaLil 3 06OMEXEHUM JOCTYTIOM;




d) "CropoHa-axepeno" — nepxaBHUiI opraH abo iHIua opuaHYHa ocoba
nepxaBd CTOpPOHHM, IO CTBOPIOE Ta nepenae iHdopMalilo 3 0OMeXeHMM
JOCTYTIOM;

e) "CropoHa-olepxysau” — JepxkaBHHMi opraH abo IHIIA OPUIWYHA
ocoba nep>xaBu CTOpOHH, sKa OTPHMYE iH(popMaLilo 3 0OMEXEHHM HOCTYIIOM
CroponHu-pxepena;

f) "nopywenHs npaBun Oe3nexku" — nis abo Ge3misILHICTH, BYUMHEHA
BCynepey HallOHAJBbHUM MpaBuiaM Oe3neku, IO NMPU3BOAUTH IO AIACHOI uM
MOXJIMBOI KOMOpOMeTaLlii iHpopMallil 3 0OMeXEHNM NOCTYIIOM;

g) "xommpoMeTalis iH$popMalii 3 oOMexKeHUM HOCTYNmoM" — CHTyalis,
KOJNH 32 pe3yJbTaTOM IMOpYIUEHHs npaBui Ge3neKu YW BOPOXOI MiANLHOCTI
(Takoi AK WINHTYHCTBO, TEPOPUCTUYHHH akT YW BHKpPaAEHHA) iHQopMaLisa 3
OOMeXeHHM [OCTYIIOM BTpaTH/ia CBOIO KOHQIAEHUIMHICTb, LUTICHICTE 4YH
JIOCTYTHICTB, 260 KOJNY MIATPUMYIOUI CyOH Ta pecypcH BTpaTHIM UiJICHICTD
yy poctymnHicTh. lle BKkmOYae BTpaTy, 4aCTKOBE YHM ITOBHE PO3TOJIOLIEHHS,
HECaHKLiOHOBaHE [MEepPeTBOPEHHS Ta HECAHKLIOHOBAaHE 3HULIEHHS a0 BIIMOBY
Bia 0OciTyroByBaHHs, '

h) "momyck" — MQOKYMEHT, BHAAHHH BIINOBIAHO A0 3aKOHOAABCTBA
nepxas CTOpiH, AKNH 3acBiAvy€, WO HOro BIACHMKA M/l YaC BUKOHAHHA CBOIX
000B'A3KIB YIIOBHOBaXKE€HO MaTH NOCTYII 10 iHdopMalil 3 0OMEXEHUM I0CTYIOM
3 BIANOBIAHMM CTyneHeM OOMEXeHHs JOCTYNy 3TiJHO 3 TMPHHIIHIOM
"HeoOXigHOrO 3HAHHA";

i) "deoOxigHe 3HaHHA" — MPHHLHI, 32 SKMM JOCTYD Ao iHdbopmauii 3
0OMEXEHHM NOCTYIIOM MOXE HAaJAaBaTHCS B 1HAWBIAyaJIbHOMY NOPSAKY JHIIE
THM oco0aM, fKi IMig 4Yac BHKOHAHHSA CBOIX clyX0OBHX ODOB'A3KiB MalOTh
norpedy B IOCTYMI J0 TaKol iHPOpMaLlii;

j) "komnereHTHuili opran ©Oe3smekH" ~  ycTaHOBa, HajlJeHa
NIOBHOBAXXEHHAMHU Ha JepXXaBHOMY piBHi, ska BIANOBIAHO 0 3aKOHOABCTBA
nepxaB Cropin 3ale3nedyye BHMKOHAHHs 3aXOldIB OXOpOHH IHboOpMmauil 3
ob6MexeHHM AocTynoM. Taki opranu nepesiveHi y cTarti 3 uiei Yroau.




CTATTA3
KOMIIETEHTHI OPTAHH BE3IIEKH

1. KomnereHTHuMu opranamy 6e3nexu CTopiH €:

B Pymymii B VkpaiHi

HauionansHuit odic peectpartii Cnyx0a 6e3nexu Ykpainu
iHdopMallii 3 06MeXeHUM NOCTYTIOM Byl. Bonoaumupceka, 33
Ypsany PymyHii Kuis

BYJ. Mypec, 4 Ykpaina

Byxapecr 1 :

PymyHis

2. KoMmnietenTtHi opranu Ge3reky 3a 3anMuTOM iHOOPMYIOTH OIUH OIHOTO
PO CBOi OpraHi3aliio Ta npouefypu 6esneku. [lns LbOro KOMIETEHTHI OpraHu
Ge3neku y3roKyrOTh B3a€EMHI BI3UTH.

3. KoMneTteHTHI oprans 6e3neku iHQOpMYyIOTh OIMH OJHOTO Npo Oy Ab-AKi
3MiHH y X HaHMeHyBaHHAX abo nepejavy IXHbO! KOMIETEHLIT IHIIMM OpraHam.
CTATTA 4
NMOPIBHSIHHSA IT'PU®IB OBMEXEHHS JOCTYITY

1. CropoHM BHW3HAYWIM, L0 M[OPIBHAHHA HaliOHANBHHUX rpUdiB
0OMeXEeHHS OCTYIy € TaKHM:

B Pymywii B Yxpaini anrn?;cB:li:nme:ZBom
STRICT SECRET DE
IMPORTAN’{A Oco011BOT BaXXJIMBOCTI TOP SECRET
DEOSEBITA
STRICT SECRET IinxoM TaeMHO SECRET
SECRET TaeMHO CONFIDENTIAL
SECRET DE SERVICIU HAns cnyxbosoro RESTRICTED |
KOPUCTYBaHHS i

2. Koxmna 31 CtopiH no3ravae ycro iHpopMalio 3 0OMeXEHUM JOCTYTIOM,
otpuMaHy Bin iHwoi CTOpOHHM, BIAMOBIJHMM HaUiOHAIBHHM  IpPHQOM
oOMeXeHHsl AOCTYIY 3riAHO 3 €KBiBAJIEHTHICTIO, BU3SHAYEHOIO Y IMyHKTI 1 wiel
CTaTTi.




CTATTA S
OXOPOHA IHO®OPMAIIII 3 OBMEXEHHM JOCTYIIOM

1. 3rigHo i3 3aKOHOJABCTBOM CBoOiX paepxaB CTOpPOHH 3IiHCHIOIOTH
BiANOBiAHI 3axoad 3 OXOpOHU iHpopMmauii 3 OOMEXEeHHM JIOCTYNOM, SKa
nepelacTbCs, OTPUMYETBCS, CTBOPIOETBCS abo po3pobnseTbes 3a pe3ynbTaToM
Oyap-axoi yroad y Oynw-sikili ¢GopMi MDX AepKaBHMMM oOpraHamu Ta/abo
IHIIMMHM 1OpUIHYHUMH ocobamu gaepxaB CtopiH. CTtopoHM 3abe3nedyroTh
CTOCOBHO BCi€l OTPHMAaHOi YHM CIJNIBHO CTBOPEHOI iHQoOpMauii 3 oOMexeHuM
JOCTYNIOM TaKMH caMuil piBeHb OXOpOHM, SKHMH nependbavaeTbcs Ans
HaIiOHATLHO! iH(opMaNil 3 OOMEXEHHM HOCTYIIOM, MO3HAYEHO! BiANMOBIAHMM
rpu¢oM oOMeXxxeHHs JOCTYIy, 3rifHO 3 MyHKTOM 1 cTatTi 4 niei Yroaw.

2. CropoHa-onepXyBay He 3HWXKYE CTyNiHb OOMEXeHHs JOCTymy
oTpuMaHoi iHdopMaii 3 oOMeXeHUM JOCTYNOM Ta HE CKacoBy€ OOMEKEeHHS
JOCTYny 1xo Hei 6e3 monepenaHbol MUChMOBOI 3rojJM KOMIIETEHTHOrO OpraHy
Gesneku aepxaBu CropoHu-mkepena. CropoHa-mxepeno iHhpopmye CTopony-
onepxysaya npo Oyns-ski 3MIHH CTyNeHs OOMEXeHHs IOCTYMy IepeaaHoi
iHpopMalii 3 06MeXEHUM NOCTYIIOM.

3. Yci BinTBOpeHHS iH(poOpMaLii 3 0OMeXKEHHM JOCTYTIOM MO3HAYyarThCs
TAKHM CaMHM IpU(oM OOMeXeHHA AOCTYMy, fK i OpuriHanbHa iHpopmauis 3
O0OMeXXeHHM JAOCTYIIOM, Ta OXOPOHSIIOTHCS BIAMOBIAHMM 4HMHOM. KinbKicTb
BiITBOpEHE OOMEXYETHCS KiNIbKICTIO, HEOOXIAHOM A7 Ciy)OO0BHX LiNeH.

4. OtpuMaHa iHQopMaLis 3 0OMEKEHHM JOCTYIOM, MO3Ha4yeHa rpuhom
STRICT SECRET DE IMPORTANTA  DEOSEBITA/"Oco6nusoi
saxmusocTi"/TOP SECRET, BinTBOproeTscsi abo mnepexjagacTbecst JHile 3a
rnoriepeJHHOI0 MHCHMOBOIO 3rof0l0 CTOpOHH-IXKepea.

5. Indopmaliis 3 oOMeXeHUM JOCTYIIOM, No3HaueHa rpupoM o6MexeHHs
noctyny SECRET/"Taemuo"/CONFIDENTIAL yu STRICT SECRET/"Uinkxom
taemHo"/SECRET, Moxe 3HHMINYBaTHCA JIHMIIE 32 MHUCBMOBOK 3rofok abo 3a
umorow CTOpoHH-AKepesia BiINOBIAHO 10 3aKOHOAaBCTBa Aepxasi CTOpoHHU-
OflepXyBada TaKMM YHHOM, HIO 1i MOBHE YHM 4YacTKOBE BIJHOBJICHHA CTae€
HeMoxuuBuM. Indopmanis 3 rpudom STRICT SECRET DE IMPORTANTA
DEOSEBITA/"Oco6nupoi Baxnueocti"/TOP SECRET He 3numiyeThcsa, a
noBepTacThcst CTOPOHI-JKEpeENy.

6. Cropona-onepxyBau iHpopMye CTOpPOHY-/DKEPENO MNpO 3HHUILEHHS
iHdopmMaLii 3 0OMEXXEHUM AOCTYTOM.




7. YV pasi HeBiABOPOTHOI 3arpo3n iHdopmauis 3 o6MeXEHHM NOCTYNOM
3HULIYEThess 6e3 monepennboro jpo3ony. KommereHTHWil opran 6Gesnexu
nepxasu CTOPOHH-IXepesia HeranHo iHQOPMYETHCS PO HE.

8. HocTyn no indopmauii 3 oOMexeHUM NOCTYNOM, OZEPKAHOI 3a i€k
Yronolo, OO3BONAETBCA 32 YMOBM JOTPHMMAHHS TMpPHHUHMIY "HeoOXigHOro
3HaHHA" JMIIE TMM ocobaM, SIKHM HajaHO JOMYCK, IO BiATIOBiAa€ CTYMEHIO
obMexeHHss AOoCTyny iHQopmauii, goctyn Ao skoi norpebyeThcs, abo AKHX
YITOBHOBaXX€HO Ha 1€ BiAMIOBIAHO A0 HalllOHAJILHOIO 3aKOHO/IaBCTBA.

9. XKoxua i3 Cropi# He nepenae oTpuMaHy iHGOPMALiIO 3 OOMEXECHUM
JOCTYNIOM  TPETid cTOpoHI ©6€3 MomepeaHbOro ITHCHMOBOIO  J03BOJTY
KOMIIeTeHTHOTrO oprany Oesnexu nepxasu Croponu-miepena. Lla Yroma He
3acTOCOBY€EThCs Oyb-sikoro 3i CTopin ana Toro, wob oaepxaty iddopmalio 3
o6MeXeHHM AOCTYIIOM, AKY iHIa CTOpoHa OTpHMaIa Bil TPETHOI CTOPOHH.

CTATTA 6
AOITYCK

1. Jonmyck HamaeTbCs 3a pe3ylabTaTaMH IEpEBIPKM BiANOBIAHO 1O
3aKOHOAABCTBa JAepXaBu KoxkHOI CTOpoHH.

2. 3a 3anMTOM KOMIIETEHTHI opranu Oe3nexu aepxas CTopiH, Oepyun mo
yBard BiIMNOBIAHE HAI[IOHAJBHE 3aKOHOJABCTBO, CIIPHAIOTH OAWH OXHOMY Y
MpoBeeHHI poLEeAyp MepeBipKH CTOCOBHO HaJlaHHs NOMYCKy Ta JO3BOJIy Ha
NPOBaUKEHHs JIABHOCTI, NOB’A3aHoi 3 iHdopMaLi€lo 3 0OMeXEHUM HOCTYOM.
JIns nporo MK KOMIETEHTHHUMM opraHamMu Oesneku JepkaB CTOpPiH MOXYTb
yKJ1aaaTHcs BiATOBIAHI JOMOBIEHOCTI.

3. CTopoHH B3a€EMHO BHM3HAIOTh AOIMYCKHM Ta J03BOJIM HA MPOBAIXKEHHS
JiSNBHOCTI, MOB’A3aHOI 3 iHpopMalielo 3 0OMEXEHUM OCTYNOM, BUJAHI 3rigHO
i3 3aKOHOJJAaBCTBOM 1XHiX JiepXkaB.

4. 'V paMKkax BUKOHaHHS Ili€el Yroau KOMIIETEHTHI opraHu Oe3nexu
iHhOpMyFOTb OZMH OAHOro Npo Oynap-gKi 3MIHM B JOMycKax Ta J03BOJax Ha
NpOBalDKEHHs AisNIBHOCTI, NOB’s13aHoi 3 iHopMaLi€o 3 0OMEXEHHUM HOCTYTIOM,
30KpeMa Ipo iX CKacyBaHHS.




CTATTA 7
BI3UTHU

1. Bisutn, wWo BKIOYAIOTE JOCTYN Ao iHdopManii 3 obMexeHUM
noctynom abo 10 NpyMillieHb, Ae Taka iHpopMallis CTBOPIOETHCH, 0OpobseThCs
yn 36epiracTbes, abo e 3MIACHIOETBCA MiANBHICTD, I0OB’s13aHa 3 iHpopMaLielo 3
OoOMeXeHUM JOCTYIIOM, HO3BOJNAIOThCS onHOW CTOpOHOW BiABiAyBayaM 3
nepxaBy 1HIIO! CTOPOHM JIMILIE MiC/IA OTPUMAHHS MONEPEeSHbOr0 MHCEMOBOIO
J03BOJly KOMTIETEHTHOro opraHy Oesneku nepxasu CTOpPOHH, 10 MpHIMAE.
Takuii 103BiN HafaeTbes JHILe ocobaM, SKi MAKOTh BIANOBIAHWE JONYCK, Ta 3a
NPUHLUIIOM "HeoOXi1AHOTrO 3HaHHA".

2. Tpo 3nificHeHHs BI3WTIB MOBIIOMNAETbCA 3a3aaneriab 3a 20 (I1BaaLsATh)
poGounx IHIB.

3. V TepMiHOBUX BHMIIaJKax 3allUT Ha Bi3UT MOXe IepeAaBaTHCs Mi3Hille,
ajie He MeHII HiX 3a S (11'9Th) pobo4HX AHIB 3a37aN€eriab.

4. 3anuT Ha BI3UT MA€ MICTUTH:

a) iM’4, NIpi3BULIE BiABiMYBaya, Miclle i 1aTy HapOIKEHHs, IPOMAITHCTBO,
HOMep TacropTa Y1 MOCBITYEHHS;

b) HaliMeHyBaHHS YCTaHOBW, Kommadii abo opraHizauii, sKy BiH/BOHa
npencraeise abo criBpobiTHUKOM SKOi BiH/BOHA €;

¢) HailMeHyBaHHs Ta ajJpecy YCTaHOBH, KoMmaHuii abo opraHisauii, siKy
IJIAHYETHCA BiIBLAATH; :

d) nmiaTBEpKEHHS LIOA0 AONYCKY YH MOBHOBaXKEHHS BiJIBiyBaua;

€) METY BI3UTY UM Bi3HTIB;

f) owikyBaHy HaTy Ta TPUBAJIICTh BI3UTY YU Bi3UTIB, CTOCOBHO SKHX
poOuTbCs 3anKT. Y pa3l NOBTOPHUX BI3HTIB 3a3HA4Ya€ThCA 3arajlbHUH nepiox ix
3a1HCHEHHS; , »

g) Ha3By Ta Tele()OHHUI HOMEP KOHTAKTHOrO MyHKTY B YCTAaHOBI, SIKY
INJIaHy€eThCs BIABINATH, NOMEpeNHi KOHTAKTH Ta Oylab-sKy IHUIY iH(OpMalilo,
KOPHCHY st BA3Ha4eHHs OOIPYHTYBaHHS Bi3HTY YH BI3HTIB;

h) mary, niamuc Ta odiuifiHy ne4aTky KOMIETEHTHOTO Oprany Oe3MneKH.

5. KoMmneTteHTHH# opraH 6Oesnekd nepxaBd (CTOPOHH, WO NpHAMAE,
iHhopMye BiANOBIAATBHUX OCIO 3 MUTaHbL O€3MeKH YyCTAaHOB YK OpraHi3auiH, Aki
TUIaHY€ThCS BifIBIAATH, PO AATy Ta ocif, YW BI3UT NiATBEPIKEHO.

6. Y pa3l NOBTOPHHX BI3HTIB TEPMiH MAii JO3BONY Ha BI3HT HE MOXE
nepeBUIyBaTH 12 (ABaHAALSITH) MiCALIB.




7. Koxna Cropona 3abe3snmeuye OXOpOHY MEpPCOHANBHHX OAHHX
BiZIBiqyBayiB BiANOBIAHO 10 3aKOHOHABCTBA CBOET JAePKaBH.

CTATTA S8
KOHTPAKTH 3 OBMEKEHHUM JOCTYIIOM

Y pasi, konu Oylae-ska 3i CTOpiH Mae HaMip YKJIACTH KOHTDAaKT,
TOB's13aHUM 3 iHGOPMAIII€0 3 06MEXEHHM NOCTYIOM, AKHH Oyne BUKOHYBaTHCS
Ha Teputopii jAepxkaBH iHIWOI CropoHu, CropoHa-omepxysau OGepe Ha cebe
BiAMOBINaJIBHICTE 32 OXOPOHY iH(popMallii 3 OOMeXXeHUM TOCTYMOM, OB’ I3aHOL
3 KOHTPAKTOM, BLANOBIAHO /10 3aKOHONABCTBA CBOET JEPKABH.

2. Tlepen nepenadeto CropoHoto-mxepenoM iHdopManil 3 o6MexeHHM
JOCTYTIOM JAEpXKaBHOMY Oprany ta/abo iHILIH FOpHAMYHIK 0c00i nepxxasu iHmION
CrtopoHy KOMIETEHTHHH opraH 6e3nexu aep>xaBd CTOPOHH-OLEPHKYBaYa Mac:

a) MiATBEPAMTH, IIO BiANOBIAHMM HepXaBHUI opraH Ta/abo iHIna
IOpUiM4Ha ocoba Mae IMpaBO Ha MNpPOBAaKEHHS MisANBHOCTI, TOB'A3aHOI 3
iHpopMaLielo 3 0OMEXEHHM HOCTYNOM, ab0 HanaTH JO3BiJI Ha IPOBAKEHHS
NisIBHOCTI, NOB'A3aHO1 3 iHQOpMAaLIi€rD 3 OOMEXEHHM AOCTYIIOM, BiANOBIAHO N0
HALIOHAJILHOTO 3aKOHONAABCTRBa;

b) MiATBEpOMTH, WO yciM ocobaMm, 4ui 06GOB’S3KH NOTPeGYIOTH
goctyny Ao iH(opmauii 3 OOMeXeHHM AOCTYNOM, 3riJlHO 3 HaLiOHATLHUM
3aKOHOJABCTBOM HaJaHO [ONYyCK, SKUH BIAMOBiJA€ CTYNEHI OOMEXEHHs
noctyny ingopmartii.

3. Croponu 3abe3nedyloTh, OO0 KOXHUNH KOHTPAKT 3 OOMEXEHMM
JIOCTYNOM BKJIIOYaB BIANOBIAHUI AOJATOK, IKW# GH MiCTHB:

a) nepenik iHdopMaLii 3 OOMeXeHHM JOCTYNOM, IO MEPENAEThCS UM
CTBOPIOETHCS 32 KOHTPAKTOM 3 0OMEXEHHM JOCTYINOM, Ta ii rpudy oOMexeHHs
JOCTyIy;

b) ocobnuBi BHMOrd wopo 36epiranHs iHGopMauii 3 OBMeXeHUM
JAOCTYIIOM;

C) NpouUeaypy 3B'SA3Ky Juld 3MiHH CTyneHss OOMexeHHS JOCTyImy
iH(opMallil 3 0OMEXEHUM NOCTYNOM;

d) kaHanM 3B’sI3Ky Ta 3aCO0M €NEKTPOHHOI nepeﬂaql

e) mnpolenypy nepeznayi indpopmaluii,

f) 3000B’sA3aHHS MOBIZOMIISATH NMpO OyAb-SIKY HOIHCHY KOMIPOMETALiO
iHdopMalii 3 0OMeXEHHUM JOCTyroM abo TaKy, 1O Mi103PIOETHCH;

g) TMOpsAIOK BUPIilUEHHS CIIOPIB.




4. MiXx KOMNETEeHTHUMH opraHamu Oesneku AepxkaB CTOpPiH MOXYThb
po3pobnATHCS Ta Y3ro[KyBaTHCA JeTalbHl MpPOLEAYPH, IO CTOCYHOTHCH
KOHTPAKTIB 3 0OMEXXeHHM JOCTYNOM.

CTATTS 9
NMEPEJAYA IHOOPMAIT 3 OBMEXEHHM JOCTYIIOM

1. IHbopManis 3 oOMexeHHuM NOCTYTIOM repeaacThes
OVIUIOMAaTHYHUMAW/BICHKOBAMM  Kyp'epamu a0  iHIIMMH  3acobamu,
y3rOIKEeHWMH KOMIIETEHTHHMH opraHamu OesnekH. CTopoHa-omepxysay
nuceMOBO  MiATBepkye CTOpOHI-IKepeny MOA0 OTPHMaHHA iHQopMarii 3
0OMeKeHHM JIOCTYIIOM.

2. V pasi BianpasneHHs iHopMauii 3 0OMeXeHUM OOCTYIOM BETHKOIO
po3Mipy uu 00CSry KOMIETEHTHI OpraHy 6e3neKH MOXyTh B3aEMHO Y3rogUTH Ta
3aTBEPAMTH 3aco0M Mepelayl, a TakoX 3axoAu Oe3nekn I KOXHOTO Takoro
BUIAJIKY.

3. ObMiH iHbopMali€l0 3 OOMEXEHHM IOCTYTIOM 3 BUKOPHUCTAHHAM
eIeKTPOHHUX 3acoDiB 3AIHCHIOETECA BIANOBiAHO A0 6€3NEKOBHX Mpouenyp,
BCTAHOBJIEHUX 332 B3a€EMHUMH JIOMOBIEHOCTSMHM KOMINETEHTHHMH OpraHaMu
Oe3nexy 3rilHO 3 HaLiOHAJILHUM 3aKOHOAABCTBOM.

CTATTs 10
NOPYINEHHS NPABWJI BE3IIEKHA TA KOMIIPOMETALIA
THO@OPMAII 3 OBMEXXEHHUM JOCTYIIOM

1. Y pa3i nopyuieHHss npaBun Oe3nekH KOMIETEHTHHH opraH Oe3neku
nepxaBn CTOpPOHH-OEp)KyBaua iH(OpPMye KOMIIETEHTHMH opraH Oesneku
nepxaBu CrTopoHH-IXepena, 3abe3nedye HalleXxHe pPO3CIHiAyBaHHS TaKOro
BUTAJKY Ta 3[iFiCHIOE HeoOXiHI 3ax0au 3 oOMeXeHHs HaciIKiB BiINOBIIHO 10
HalliOHAJILHOTO 3aKOHOJAaBCTBA. 3a 3allUTOM KOMIIETEHTHI OpraHH Oe3mekH
CMIPUAIOTH OAMH OJHOMY B PO3CIIiyBaHHI.

2. Y pa3i skwo koMmmpomerauis iHbopMauil 3 06MEXEHHM OOCTyHnoM
cTanacs Ha TepUTOPii TPEThOI CTOPOHH, KOMIIETEHTHUI OpraH Oe3MeKu JepKaBu
CropoHH, WO 3AIACHIOE nepenavy, iHpopMye KOMNETEHTHHH opraH Gesneku
nepxaBd CTopoHH-mKepena, 3abesnevuye CHNpHsHHA PO3CHILYyBaHHIO TaKoro
BUIMaAKy Ta 31iliCHIOE HEOoOXiaHI 3axoau 3 OOMeXEHHsS HacliAKiB 3rigHO 3
HalllOHAJILHUM 3aKOHOJJaBCTBOM.




3. Tlicns 3aBepllueHHA pO3CHifyBaHHA KOMIIETEHTHHH opraH Oesmexu
JepXaBH, A€ KOMIIpOMETAllisl 4YM MOXUIUBA KOMIpoMetauis iHdpopmauii 3
obMexeHHUM IOCTYIOM CTalacs, HeraliHo MUCHMOBO 1HGPOPMY€E KOMIETEHTHHI
“opran Oesneku aepxaBd iHmOI CTOPOHM NpPO pe3y/bTATHM Ta BUCHOBKH
pO3CIiIyBaHHS.

CTATTHA 11
BUPIINEHHSA CIIOPIB

Bynp-sfiki COpH CTOCOBHO TiyMayeHHs abo BuKOHaHHA uiei Yroau
BUPILIYIOTBCA IIAXOM MeperoBopiB Mik CTopoHaMH Ta He MOXYTh OYyTH
nepelaHi TpeTiii CTOPOHI U BperyJIlOBaHHS.

CTATTS 12
BUTPATH

Koxna CTopoHa CaMOCTIHHO Hece MOX/IMBI BMTpaTH, TNOB's3aHi 3
BMKOHaHHAM L€l YTroaH, BIATIOBIAHO 0 3aKOHOAABCTBA CBOET AE€PXKABH.

CTATTSA 13
B3AE€MHE CIIPUSIHHSI

1. Koxxna CTopoHa Hajae CHpHSHHS TPEACTABHHKAM JIEPXKaBH iHILO]
CtopoHH NpH BUKOHaHHI Ta TIyMa4Y€HHI MON0XEHb i€l Yroau.

2. Y pasi notpebH KOMINETEHTHI opraHu Oesneku aepxaB CTopiH 3a
MUCLMOBUM 3alIUTOM NPOBOJAATH B3a€EMHI KOHCYJIbTALLI].

3. KomneteHTHi oprann 6e3nekn nepxaB CTOpPiH NMOBIIOMIAIOTH OJIHA
onHy npo Oyib-siki 3MiHM HALIOHATLHOrO 3aKOHONABCTBA y Cepi OXOPOHH
iHbopMaLii 3 OOMeXeHUM HOCTYINOM, SKi MOXYTh BIUTHHYTH Ha BHKOHAHHS
NOJIOXeHb i€l YIogau.

CTATTHA 14
ITPUKIHIEBI ITOJIOXEHHSA

1. Ils VYroma yxnagaeTbCsd Ha HEBH3HA4YeHWH Tiepion 1 miajsrae
HOrO/PKEHHIO BIJIMOBIAHO 10 3aKOHOAABCTBa AepxaB CTOpIH.
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2. lls Yrona nabupae yMHHOCT] Ha NepluMi JeHb APYroro Micsusd micis
otpuManHsa CTOPOHaMH OCTaHHBOTO MIHCHMOBOT'O MOBiTOMIIEHHS NP0 BUKOHAHHS
yciX BHYTPIIUHBOAEPXaBHHX TNpolieqyp, HEOoOXIOHMX I8 HaOpaHHA Helo
YHHHOCTI.

3. Koxna CropoHa Mae mnpaBo y OyAb-fiKMH 4yac NPUIMHMUTH IO Li€l
Vromu. ¥V TakoMy pasi TepMiH Oii Yroau 3aBepllyeThC Ha HACTYNHHHA JeHb
yepe3 6 (WiCTh) MicAlB Nicis HaAcHNaHHs iHMOKW CTOPOHOIO MOBIIOMJIEHHS
Mpo NPHITMHEHHS 1.

4. HesBaxcaroun Ha NpunmvHeHHS Aii uniei Yromw, Bca iHdopMmauis 3
oOMe)XXeHHM JOCTYIIOM, MepelaHa BIANOBIAHO A0 Wi€l YroaH, OXOPOHSAEThCS
3riJHO 3 MOJIOXKEHHSIMH, BUKJIaIEHUMH B Hil.

5. Ha ocHoBi B3aeMHoi 3roan CTopiH A0 uiel Yroan Moxe OyTu BHECEHO
3MIHH Ta JONMOBHEHHA. 3MiHM Ta JOTOBHEHHA A0 wiel Yroau HabupaioTh
YMHHOCTI BIAMOBIIHO IO NONOXEHb MYHKTY 2 Li€l CTAaTTI.

6. Koxna i3 CropiH HeBinknagHo iHdpopMmye omHa onHy mnpo Oyab-sKi
3MIHM 3aKOHIB Ta INpaBWI CBOIX [epXaB, fKi BIUIMBAaTHMYTb Ha OXOPOHY
indopmalii 3 oOMexeHUM NOCTYNOM 3a Hi€lo Yrogoo. Y Takomy pasi CToponu
KOHCYNBTYIOTh OIHA OAHY NPO PO3IIAA MOMNUIMBOCTI BHECEHHS 3MiH 10 L€l
VYroau. OpnnouacHo iHopmauis 3 OOMEXEHHMM [JOCTYIIOM MpPOAOBXKYE
OXOPOHSATHCH, SK Lie BCTaHOBNEHO Yronow, ok CTOpOHa-IXepeno NMUCEMOBO
He MTOBIIOMUTD PO IHILE.

[Tinnucano y M. byxapect 22 xoBTHs 2013 poky B ABOX NpHMIPHHKaXx,
KOXHHH PYMYHCBKOK, YKPalHCBKOIO Ta aHMIIHCHKOIO MOBaMH, NPH LBEOMY BCl
TEKCTH € aBTEHTHYHHMH. Y BHIAAKYy BHHHKHEHHsA po36ixHOCTeH moAo0
TIIyMaueHHs MOJIOXKEHb Hi€l YTOIH, TEKCT aHITiACHKOI0 MOBOIO Ma€ NEPEeBaXKHy
CHITy.

3A YPAL 3A KABIHET MIHICTPIB
PYMyH:/ YKPAIHH
MAPHYC HETPECKY - BOJOJUMMUP ITIOPOABKO
Hdep:kaBunuii cexperap 3actynuuk [N'onoBn
I'enepanbuuil Aupexrop Cayx6u OesnexH Y kpaiuu

HauionaasHoro ogicy peecrpauii
ingpopmauii 3 oOMeKEeHHM JOCTYNIOM
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